
will inevitably become part of the 
growing pool of victims.

Cyberattacks can not only rob 
you of funds and information, they 
can damage your reputation and 
customer trust. Many businesses 
have been crippled or forced to 
close up shop after the ravages of 
cybercrimes, but the good news 
is that most of these attacks are 
preventable.

Knowing all you can about online 
banking scams, malware, and ran-
somware, as well as what you can do 
to keep them at bay, can help limit 
your dealership’s vulnerability.

Cybercrimes have reached a 
whole new level of insidi-
ousness and sophistication. 

They are so sophisticated, in fact, 
that many schemes can make you 
and your dealership’s employees 
unknowing participants in the 
crime, tricking you into handing 
over money and personal informa-
tion without your awareness. Every 
business is a target — that means 
your dealership, too — and your 
first line of defense is to acknowl-
edge that fact.

Growing Risk 

of Cybercrime 

Against 

Dealerships

Many industries have already 
been considerably impacted by 
cybercrimes, but dealerships as a 
group have not experienced quite 
those levels of devastating secu-
rity breaches — yet. According 
to the National Cyber Security 
Alliance, 71 percent of all security 
breaches target small- and medium-
sized businesses, and most deal-
erships fit that profile. They also 
maintain a good deal of personal 
information about both employees 
and customers, which is attractive 
to fraudsters; just think of the data 
that flow in and out of your finance 
and insurance department alone. 
Dealerships also make significant 
payments via wire transfers or ACH 
transactions — lucrative targets for 
cybercriminals. As these crimes 
become more prevalent, dealerships 

feature

Dealerships Are at Growing Risk  

of the Latest Cybercrimes

by Bryan Laabs
CliftonLarsonAllen, LLP

Online  

Banking Scams

Online banking scams are com-
mon these days, and they work best 
when employees are tricked into un-
wittingly participating in the fraud.

In one type of the scam (also 
known as “phishing”), an email 
that appears to come from a high-
ranking individual within the 
dealership (such as the owner or 
general manager) is sent to the 
controller, office manager, or an 
employee in accounts payable 
with online payment capabilities, 
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requesting urgent payment of 
an invoice. Everything about the 
email appears legitimate: the ad-
dress, the sender’s signature, and 
the supporting attachments with 
amounts due and payable — but 
it in fact is sent from the scam-
mer posing as the company ex-
ecutive. The employee processes 
the payment without giving it a 
second thought, unknowingly 
depositing the dealership’s money 
into a fraudulent account. Usually 
he or she is eager to accommo-
date the “urgent” request from a 
ranking individual and responds 
dutifully and quickly.

In another method, a scam-
mer impersonates a vendor who 

disappoint after such an engaging 
and friendly conversation, the em-
ployee complies.

In most of these scenarios, 
the victim’s email has previously 
been hacked or compromised 
unbeknownst to the dealership. 
The fraudsters spend a great deal 
of time studying their victims, 
learning how they communicate, 
identifying who performs what 
functions, and eventually precisely 
targeting the employees with the 
ability to perform the wire transfer. 
They are so well prepared and in 
possession of so many personal 
details that it can be difficult to de-
tect the fraud.

704-882-7100 ext. 7509 
ACEMOTORACCEPTANCE.COM

DBA - AMAC Acceptance 

Corporation in Texas

Funding for

Receivables

You Collect

or We Collect

Floorplan

Lines

Simplified

Insurance Tracking

Reports

Package

Training

WHAT’S
INCLUDED:

an employee directly transacts 
with on a regular basis. The im-
poster-vendor and the employee 
exchange niceties via email, pos-
sibly discussing personal details 
specific to that employee, then 
the “vendor” requests payment of 
an invoice attached to the email. 
The sham vendor often says the 
payment is overdue and that the 
employee needs to process it right 
away to avoid late fees or disrup-
tions in service. Not wanting to 

Theft of Sensitive 

Information  

via Malware

Organized crime groups based 
primarily in Russia, Eastern Europe, 
and China are stealing and sell-
ing information such as payroll 
data (name, address, social secu-
rity number, driver’s license num-
ber, and bank account number) 
and customer credit card details 
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— whatever they can get their hands 
on. These are old-school, but sophis-
ticated, hacks where your informa-
tion systems are penetrated and 
freely accessed. Typically, the theft 
is initiated by tricking an employee 
into clicking on a legitimate-looking 
link that actually downloads mali-
cious software and allows the hacker 
unhindered access to your network.

The way they go about this trick-
ery is continuing to become more 
underhanded. These days, hackers 
are creating fake social media pro-
files, complete with connections 
and networks that all look authen-
tic. A hacker may stalk an indi-
vidual in your dealership to get a 
feel for his or her role and function, 
professional and personal interests, 
and other habits. With all this per-
sonal information at the hacker’s 
disposal, he uses his online charac-
ter to make a connection with your 
employee. Then he sends a well-
crafted email that appeals to that 
employee, who is lured into clicking 
on the malicious link. Just like that, 
the hacker has free reign over your 
bank accounts, customer data, and 
other sensitive information. And 
you won’t know it until the damage 
has been done.

Paying Money  

to Ransom  

Your Data

Ransomware is an increasingly 
popular type of attack used by hack-
ers. Think of it as “digital kidnap-
ping.” Because ransomware is a way 
for the criminals to get paid quickly, 
its use has increased exponentially 
in the past few years.

Ransomware is a malware that 
encrypts virtually all data and files 
that it can find, both on the lo-
cal machine and on every network 
device that it can connect to. This 
renders the data unusable by your 
dealership. Typically the hacker 
requests payment (the ransom) 
in exchange for decrypting the 
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TIADA MEMBER- 
DEALER VICTIM OF

R
ecently, TIADA member Jamie Brown of Brown Auto Sales 

found out that his Victoria dealership itself was a victim of 

identity theft! Earlier this year, Brown began receiving several 

strange phone calls inquiring about higher end cars that he does 

not sell at his local note lot. Ferraris. Mercedes. BMWs. 

Then a dealer in Missouri called to inquire about a vehicle he saw 

on Brown’s website. However, Brown does not even have a web-

site for his dealership. It was then that he realized somebody had 

created a fraudulent website in order to scam people trying to buy 

cars. The dealer in Missouri had received a falsified title, bill of sale 

and a copy of Brown’s dealer license, only they were all fake. The 

license had a different control number from the real one. 

“When I laid eyes on the title I knew it was fake,” Brown told Texas 

Dealer. “But if you were sending that to average Joe, they probably 

wouldn’t.”

That’s exactly what this criminal did. Several people called Brown 

for information on cars he wasn’t actually selling.

“They were always way underpriced, too good to be true,” Brown 

recalled. 

One poor victim of the scam had already wired the imposter 

$20,000 for a Toyota Sequoia before calling Brown to arrange 

delivery. 

As soon as the calls began, Brown reported it to local police who 

very quickly began working with state investigators and the FBI. 

“If you discover you are a victim of this, you need to open a case,” 

Brown advises. “It’s the best source of protection. Quickly circle 

your wagons and get a case filed with local authoritites and TxDMV 

to insulate yourself from the crime.”

Sometime around the end of the summer, the calls finally stopped 

coming in, much to relief of Brown. He advises anyone in a similar 

situation to act quickly. 
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affected data. This is how the hacker hopes to make his 
money. Users typically become victims when they click 
on an attachment or link that appears legitimate but 
which actually contains the ransomware code.

Many business owners will pay the ransom and keep 
mum about the crime to protect their reputation, which 
makes the crime all the more invidious and allows 
perpetrators to continue their crimes unscathed.

Protecting Your Dealership 

from Cybercrime

Dealerships can implement several best practices to 
avoid becoming the victim in these scams:

Build a Strong Defense

  Utilize bank security tools for online cash management, 
including:

 –  Multifactor authentication
 –  Daily and individual transaction limits
 –  Wire call-back features

  Keep current on technical defensive measures such as 
firewalls, intrusion detection systems, and spam filters.

  Keep up-to-date on the anti-virus software on each de-
vice, and complete regular scans to keep them clean.

  Keep all network servers and PC workstations 
current with the latest security updates and 
patches.

  Make better passwords. A strong password is at 
least 12 alphanumerical characters long.

  Encrypt sensitive data, such as personal financial 
information.

  Make regular backups of key data and systems 
and store them in a secure, off-site location.

  USBs and other external devices can be infected 
by viruses and malware. Use your security soft-
ware to scan them.

  Remove administrative privileges on work-
stations and laptops from the general user 
population.

  Engage a specialist to perform periodic vulner-
ability or penetration tests to determine if your 
system is susceptible to attacks and validate that 
controls are functioning as intended.

Communication and Training

  Educate employees about electronic payment 
scams and other attacks and call on them for 
heightened awareness.

  Be on the lookout for “urgent” requests for pay-
ment or sudden changes in business processes, 
such as a vendor requesting payment outside of 
the normal protocols.

  Instill skepticism in your people of online 
connections.

  Consider cyber liability insurance, understand 
policy definitions and exceptions, and ensure ad-
equate coverage to keep your dealership afloat in 
the aftermath of an attack. 

Bryan Laabs is a Dealership Professional with 

CliftonLarsonAllen LLP. He can be reached at 

bryan.laabs@claconnect.com or 414-721-7575.
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